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1
Decision/action requested

It is requested to approve this contribution for a solution in TR 33.874
2
References

[1]
3GPP TR 23.502: “Procedures for the 5G System (5GS); Stage 2 (Release 17)”
3
Rationale

This contribution proposes a solution to the DoS vulnerability in the Network Slice Quota functionality, as defined in TS 23.502 [1] clause 4.2.11 Network Slice Admission Control Function (NSACF) Procedures.

4
Detailed proposal

Note to rapporteur: all text in the change below is new.
****Start of Change****
6.Y
Solution #Y: Solution to Network Slice Quota DoS

6.Y.1
Introduction

This solution addresses DoS attacks against the network slice quota managed by the NSACF. At the core of the vulnerability is a lack of validation of the message content sent to the NSACF during the procedure used to update the number of UEs registered with a S-NSSAI. The two message fields that need to be validated are the UE ID and the S-NSSAI. The NSACF needs to validate that the purported UE ID is a UE that is currently registered to the 5GS. The NSACF also needs to validate that the purported S-NSSAI is allowed for the UE ID.

6.Y.2
Solution Details

Upon receiving the Nnsacf_NumberOfUEsPerSliceAvailabilityCheckAndUpdate_Request message, the NSACF queries the UDM to validate that the UE ID correlates to a UE currently registered to the 5GS. Secondly, the NSACF can do one of two things to validate the S-NSSAI:

· Maintain its own access control list of UE IDs allowed on specific S-NSSAIs so that it can do a local look up.

· Query the NSSF to verify if the UE ID is allowed on a specific S-NSSAI.

6.Y.3
Evaluation

Editor’s Note: Evaluation is FFS.

****End of Change****

